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Chapter II: Symmetric encryption and 

message confidentiality

1. Symmetric Encryption Principles

2. Symmetric Block Encryption Algorithms

3. Stream Ciphers and RC4

4. Cipher Block Modes of Operation

5. Location of Encryption Devices

6. Key Distribution
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The language of cryptography

symmetric key crypto: sender, receiver keys identical
public-key crypto: encryption key public, decryption key 

secret  (private)

plaintext plaintextciphertext

K
A

encryption
algorithm

decryption 
algorithm

Alice’s 
encryption
key

Bob’s 
decryption
key

K
B



8-4

The language of cryptography

Plaintext: This is the original message or data that is fed into the 
algorithm as input

Encryption algorithm: this algorithm performs various substitutions and 
transformations on the plaintext.

Secret key: is also input to the algorithm. The exact substitutions and 
transformations performed by the algorithm depend on the key.

ciphertext: This is the scrambled message produced as output. T depends 
on the plaintext and the secret key. For given 2 different keys will 
produce 2 different  ciphertexts.

Decryption algorithm: this is essentially the encryption algorithm run in 
reverse. It takes the ciphertext and the same secret key and produces 
the original plaintext.



Confidentiality using Symmetric 

Encryption

• have two major placement alternatives
• link encryption

▫ encryption occurs independently on every link
▫ implies must decrypt traffic between links
▫ encrypts all the data along a specific 

communication path, 

• end-to-end encryption
▫ Sender and receiver must have obtained copies of 

the secret key
▫ encryption occurs between original source and 

final destination



Advantages Disadvantages

end-to-end encryption

•It provides more flexibility to the user in 
choosing what gets encrypted and how.

• Each hop computer on the network does 
not need to have a key to decrypt each 
packet.

•Headers, addresses, and routing 
information are not encrypted, and 
therefore not protected.

link encryption 

•All data are encrypted, including headers, 
addresses, and routing information.

• Users do not need to do anything to 
initiate it. It works at a lower layer in the 
OSI model.

•Key distribution and management are 
more complex because each hop device 
must receive a key, and when the keys 
change, each must be updated.

• Packets are decrypted at each hop; thus, 
more points of vulnerability exist.



Traffic Analysis

• when using end-to-end encryption must leave 
headers in clear
▫ so network can correctly route information

• hence although contents protected, traffic 
pattern flows are not

• ideally want both at once
▫ end-to-end protects data contents over entire path 

and provides authentication
▫ link protects traffic flows from monitoring



Placement of Encryption

• can place encryption function at various layers 
in OSI Reference Model

▫ link encryption occurs at layers 1 or 2

▫ end-to-end can occur at layers 3, 4, 6, 7

▫ as move higher less information is encrypted but 
it is more secure though more complex with more 
entities and keys



Traffic Analysis

• is monitoring of communications flows between 
parties
▫ useful both in military & commercial spheres
▫ can also be used to create a covert channel (canal cache)

• link encryption obscures header details
▫ but overall traffic volumes in networks and at end-

points is still visible

• traffic padding can further obscure flows
▫ but at cost of continuous traffic



Key Distribution

• symmetric schemes require both parties to share 
a common secret key

• issue is how to securely distribute this key

• often secure system failure due to a break in the 
key distribution scheme 



Key Distribution

• given parties A and B have various key 
distribution alternatives:

1. A can select key and physically deliver to B

2. third party can select & deliver key to A & B

3. if A & B have communicated previously can use 
previous key to encrypt a new key

4. if A & B have secure communications with a 
third party C, C can relay (transmettre) key between A & 
B



Key Distribution Scenario



Key Distribution Issues
• Session Key: when 2 end systems wish to communicate, 

they establish a logical connection. For the duration of 
that logical connection, all user data are encrypted with 
a one-time session key.

• Permanent Key: is a key used between entities for the 
purpose of distributing session keys.

• Key distribution center: determines which systems are 
allowed to communicate with each other. When 
permission is obtained for 2 systems to establish a 
connection, the KDC provides a one-time session key for 
that connection.



Key Distribution Issues

• hierarchies of KDC’s required for large networks, 
but must trust each other

• session key lifetimes should be limited for 
greater security

• use of automatic key distribution on behalf of 
users, but must trust system

• use of decentralized key distribution

• controlling purposes keys are used for



Summary

• have considered:

▫ use of symmetric encryption to protect 
confidentiality

▫ need for good key distribution

▫ use of trusted third party KDC’s
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Symmetric key cryptography

substitution cipher: substituting one thing for another
▫ monoalphabetic cipher: substitute one letter for another

plaintext:  abcdefghijklmnopqrstuvwxyz

ciphertext:  mnbvcxzasdfghjklpoiuytrewq

Plaintext: bob. i love you. alice

ciphertext: nkn. s gktc wky. mgsbc

E.g.:

Q: How hard to break this simple cipher?:
❑ brute force (how hard?)
❑ other?





Substitution cipher
simple monoalphabetic substitution 
cipher

• A monoalphabetic substitution is a cipher in which 
each occurrence of a plaintext symbol is replaced by 
a corresponding ciphertext symbol to generate 
ciphertext. The key for such a cipher is a table of the 
correspondence or a function from which the 
correspondence is computed.
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Symmetric key cryptography

symmetric key crypto: Bob and Alice share know same 
(symmetric) key: K

• e.g., key is knowing substitution pattern in mono 
alphabetic substitution cipher

• Q: how do Bob and Alice agree on key value?

plaintextciphertext

K
A-B

encryption
algorithm

decryption 
algorithm

A-B

K
A-B

plaintext
message, m

K    (m)
A-B

K    (m)
A-B

m = K     ( )
A-B
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Symmetric key crypto: DES

DES: Data Encryption Standard
• Use encryption standard [NIST 1993]

• 56-bit symmetric key, 64-bit plaintext input

• How secure is DES?

▫ DES Challenge: 56-bit-key-encrypted phrase  
(“Strong cryptography makes the world a safer 
place”) decrypted (brute force) in 4 months

• making DES more secure:

▫ use three keys sequentially (3-DES) on each datum

▫ use cipher-block chaining

[NIST: National Institute of Standards and Technology ]





















Find the limitations of each Algo?
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Symmetric key 

crypto: DES

initial permutation 

16 identical “rounds” of 
function application, 
each using different 
48 bits of key

final permutation

DES operation
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Public key cryptography

symmetric key crypto

• requires sender, 
receiver know shared 
secret key

• Q: how to agree on key 
in first place 
(particularly if never 
“met”)?

public key cryptography

 radically different approach 
[Diffie-Hellman76, RSA78]

 sender, receiver do not
share secret key

 public encryption key known 
to all

 private decryption key known 
only to receiver
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Public key cryptography

plaintext
message, m

ciphertextencryption
algorithm
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algorithm

Bob’s public
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Public key encryption algorithms

need K  ( ) and K  ( ) such thatB B
. .

given public key K  , it should be 
impossible to compute 
private key K  B

B

Requirements:

1

2

RSA: Rivest, Shamir, Adleman algorithm

+ -

K  (K  (m))  =  m
BB

- +

+

-



RSA

➢ by Rivest, Shamir & Adleman of MIT in 1977 

➢ best known & widely used public-key scheme 

➢ based on exponentiation in a finite (Galois) 
field over integers modulo a prime 
⚫ nb. exponentiation takes O((log n)3) operations 

(easy) 

➢ uses large integers (eg. 1024 bits)

➢ security due to cost of factoring large numbers 
⚫ nb. factorization takes O(e log n log log n) operations 

(hard) 



RSA En/decryption

 to encrypt a message M the sender:
 obtains public key of recipient PU={e,n}

 computes: C = Me mod n, where 0≤M<n

 to decrypt the ciphertext C the owner:
 uses their private key PR={d,n}

 computes: M = Cd mod n

 note that the message M must be smaller 
than the modulus n (block if needed)



RSA Key Setup

 each user generates a public/private key pair 
by: 

 selecting two large primes at random: p, q
 computing their system modulus n=p.q

 note ø(n)=(p-1)(q-1)

 selecting at random the encryption key e
 where 1<e<ø(n), gcd(e,ø(n))=1 

 solve following equation to find decryption key 
d

 e.d=1 mod ø(n) and 0≤d≤n

 publish their public encryption key: PU={e,n} 
 keep secret private decryption key: PR={d,n} 



Why RSA Works

 because of Euler's Theorem:
 aø(n)mod n = 1 where gcd(a,n)=1

 in RSA have:
 n=p.q

 ø(n)=(p-1)(q-1)

 carefully chose e & d to be inverses mod ø(n)
 hence e.d=1+k.ø(n) for some k

 hence :
Cd = Me.d = M1+k.ø(n) = M1.(Mø(n))k

= M1.(1)k = M1 = M mod n



RSA Example - Key Setup

1. Select primes: p=17 & q=11
2. Calculate n = pq =17 x 11=187

3. Calculate ø(n)=(p–1)(q-1)=16x10=160

4. Select e: gcd(e,160)=1; choose e=7
5. Determine d: de=1 mod 160 and d < 160

Value is d=23 since 23x7=161= 10x160+1
6. Publish public key PU={7,187}
7. Keep secret private key PR={23,187}



RSA Example - En/Decryption

➢ sample RSA encryption/decryption is: 

➢ given message M = 88 (nb. 88<187)

➢ encryption:
C = 887 mod 187 = 11

➢ decryption:
M = 1123 mod 187 = 88



Diffie-Hellman Key Exchange

 first public-key type scheme proposed 

 by Diffie & Hellman in 1976 along with the 
exposition of public key concepts
 note: now know that Williamson (UK CESG) 

secretly proposed the concept in 1970 

 is a practical method for public exchange 
of a secret key

 used in a number of commercial products



Diffie-Hellman Key Exchange

 a public-key distribution scheme 
 cannot be used to exchange an arbitrary 

message 
 rather it can establish a common key 
 known only to the two participants 

 value of key depends on the participants 
(and their private and public key 
information) 

 based on exponentiation in a finite (Galois) 
field (modulo a prime or a polynomial) -
easy

 security relies on the difficulty of 
computing discrete logarithms (similar to 
factoring) – hard



Diffie-Hellman Setup

 all users agree on global parameters:
 large prime integer or polynomial q

 a being a primitive root mod q

 each user (eg. A) generates their key
 chooses a secret key (number): xA < q

 compute their public key: yA = a
xA mod q

 each user makes public that key yA



Diffie-Hellman Key Exchange

 shared session key for users A & B is KAB: 
KAB = a

xA.xB mod q

= yA
xB mod q  (which B can compute) 

= yB
xA

mod q  (which A can compute) 

 KAB is used as session key in private-key 
encryption scheme between Alice and Bob

 if Alice and Bob subsequently communicate, 
they will have the same key as before, 
unless they choose new public-keys 

 attacker needs an x, must solve discrete 
log



Diffie-Hellman Example 

 users Alice & Bob who wish to swap keys:
 agree on prime q=353 and a=3
 select random secret keys:

 A chooses xA=97, B chooses xB=233

 compute respective public keys:
 yA=3

97 
mod 353 = 40 (Alice)

 yB=3
233

mod 353 = 248 (Bob)

 compute shared session key as:
 KAB= yB

xA mod 353 = 248
97

= 160 (Alice)
 KAB= yA

xB mod 353 = 40
233

= 160 (Bob)
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RSA: Choosing keys

1. Choose two large prime numbers p, q.
(e.g., 1024 bits each)

2. Compute n = pq,  z = (p-1)(q-1)

3. Choose e (with e<n) that has no common factors
with z. (e, z are “relatively prime”).

4. Choose d such that ed-1 is  exactly divisible by z.
(in other words: ed mod z  = 1 ).

5. Public key is (n,e). Private key is (n,d).

K
B
+ K

B
-
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RSA: Encryption, decryption

0. Given (n,e) and (n,d) as computed above

1. To encrypt bit pattern, m, compute

c = m   mod ne (i.e., remainder when m is divided by n)
e

2. To decrypt received bit pattern, c, compute

m = c   mod nd (i.e., remainder when c is divided by n)d

m  =  (m   mod n)e mod ndMagic
happens!

c
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RSA example:
Bob chooses p=5, q=7.  Then n=35, z=24 (euler totient).

e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z.

(e*d)mod(z )=1

letter m m
e

c = m  mod  n
e

l 12 248832 17

c m = c  mod  n
d

17 481968572106750915091411825223071697 12

c
d

letter

l

encrypt:

decrypt:
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RSA: Why is that m  =  (m   mod n)e mod nd

(m   mod n)e
mod n  =  m    mod nd ed

Useful number theory result: If p,q prime and 
n = pq, then:

x mod n = x mod n
y y mod (p-1)(q-1)

=  m                             mod n
ed  mod (p-1)(q-1)

=  m   mod n
1

=  m

(using number theory result above)

(since we chose ed to be divisible by
(p-1)(q-1) with remainder 1 )
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RSA: another important property

The following property will be very useful later:

K  (K  (m)) =  m
BB

- +
K  (K  (m))

BB
+ -

=

use public key 
first, followed 
by private key 

use private key 
first, followed 
by public key 

Result is the same!


