Computer Network Security

Dr. Nadine ZBIB
Assistant Professor
College of Science and Information Systems




Chapter Il: Symmetric encryption and
message confidentiality

Symmetric Encryption Principles
Symmetric Block Encryption Algorithms
Stream Ciphers and RC4

Cipher Block Modes of Operation
Location of Encryption Devices

Key Distribution

LN A



The language of cryptography
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The language of cryptography

Plaintext: This is the original message or data that is fed into the
algorithm as input

Encryption algorithm: this algorithm performs various substitutions and
transformations on the plaintext.

Secret key: is also input to the algorithm. The exact substitutions and
transformations performed by the algorithm depend on the key.

ciphertext: This is the scrambled message produced as output. T depends
on the plaintext and the secret key. For given 2 different keys will
produce 2 different ciphertexts.

Decryption algorithm: this is essentially the encryption algorithm run in
reverse. It takes the ciphertext and the same secret key and produces
the original plaintext.



Confidentiality using Symmetric
Encryption

- have two major placement alternatives
- link encryption
= encryption occurs independently on every link
= implies must decrypt traffic between links
= encrypts all the data along a specific
communication path,
- end-to-end encryption

= Sender and receiver must have obtained copies of
the secret key

= encryption occurs between original source and
final destination



end-to-end encryption

*It provides more flexibility to the user in *Headers, addresses, and routing

choosing what gets encrypted and how. information are not encrypted, and
therefore not protected.

« Each hop computer on the network does

not need to have a key to decrypt each

packet.

link encryption

+All data are encrypted, including headers, = *Key distribution and management are

addresses, and routing information. more complex because each hop device
must receive a key, and when the keys

« Users do not need to do anything to change, each must be updated.

initiate it. It works at a lower layer in the

OSI model. « Packets are decrypted at each hop; thus,

more points of vulnerability exist.



Traffic Analysis

- when using end-to-end encryption must leave
headers in clear
= so network can correctly route information

- hence although contents protected, traffic
pattern flows are not

- ideally want both at once

= end-to-end protects data contents over entire path
and provides authentication

= link protects traffic flows from monitoring



Placement of Encryption

- can place encryption function at various layers
in OSI Reference Model
link encryption occurs at layers 1 or 2
end-to-end can occur at layers 3, 4, 6, 7

as move higher less information is encrypted but
it is more secure though more complex with more
entities and keys



Traffic Analysis

- 1s monitoring of communications flows between
parties
useful both in military & commercial spheres
can also be used to create a covert channel e
- link encryption obscures header details

but overall traffic volumes in networks and at end-
points is still visible

- traffic padding can further obscure flows
but at cost of continuous traffic



Key Distribution

- symmetric schemes require both parties to share
a common secret key

- 1ssue 1s how to securely distribute this key

- often secure system failure due to a break in the
key distribution scheme



Key Distribution

- given parties A and B have various key
distribution alternatives:
1. A can select key and physically deliver to B
2. third party can select & deliver key to A & B

3. if A & B have communicated previously can use
previous key to encrypt a new key

4. 1f A & B have secure communications with a

third party C, C can relay wmmao key between A &
B



Key Distribution Scenario
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Key Distribution Issues

Session Key: when 2 end systems wish to communicate,
they establish a logical connection. For the duration of
that logical connection, all user data are encrypted with
a one-time session key.

Permanent Key: is a key used between entities for the
purpose of distributing session keys.

Key distribution center: determines which systems are
allowed to communicate with each other. When
permission is obtained for 2 systems to establish a
connection, the KDC provides a one-time session key for
that connection.



Key Distribution Issues

hierarchies of KDC’s required for large networks,
but must trust each other

session key lifetimes should be limited for
greater security

use of automatic key distribution on behalf of
users, but must trust system

use of decentralized key distribution
controlling purposes keys are used for



Summary

- have considered:

use of symmetric encryption to protect
confidentiality

need for good key distribution
use of trusted third party KDC’s
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Symmetric key cryptography

substitution cipher: substituting one thing for another
monoalphabetic cipher: substitute one letter for another

plaintext: abcdefghijklmnopgrstuvwxyz
ciphertext: mnbvcxzasdfghjklpoiuytrewq

Plaintext: bob. i love you. alice

ciphertext: nkn. s gktc wky. mgsbc

Q: How hard to break this simple cipher?:
brute force (how hard?)
other?




Symmetric Encryption

Substitution,

Transposition,

exclusive Or,

logical Shift

Combination of the above functions.

A. Substitution Cvpher
Elahlettcrthdyou\nmlocncipbetissubsﬁuedbrymthetlmermsymbol.bmmeotdu\:;
Whichlbacappariskeptmem.Anolhamyloaylhislsll’nl.theme)‘oum
kecp secret (called the plaintext) is transformed into the enciphered message (called
the ciphertext) by using a different alphabet.

Each character or group of characters of the plaintext message is substituted by another
character or group of characters. This process should increase the confusion so difficulties in
linking the plaintext message. The inverse substitution gives the plaintext.

If the cipher operates on single letters, it is termed a simple substitution cipher; a cipher that
operaies on larger groups of letters is termed polygraphic (each group of letters is substitued by
another group of letters).

A mlpubeue cipheruses fixed substitution over the entire message, whereas
awgphe'rumanmnb«ofsubsﬁmm at different times in the message, where a
unit from the plaintext is mapped (o one of several possibilities in the ciphertext and vice-versa.



Substitution cipher
simple monoalphabetic substitution
cipher

* A monoalphabetic substitution is a cipher in which
each occurrence of a plaintext symbol is replaced by
a corresponding ciphertext symbol to generate
ciphertext. The key for such a cipher is a table of the
correspondence or a function from which the
correspondence is computed.

Example: If the keyword is ANDREW DICKSON WHITE. then the cipher alphabet is given by
plain |A B ¢ D E F G H I J K L M N 0 P Q R 8 T U V W X Y Z
cipher |A N D R E W I C K 8 0 H T B F G J L M P QQ U V X ¥ Z




Substitution Cipher (1/2)

= Substitute cipher 1s used to encrypt ordinary English text.

* The encryption and decryption rules are all permutations of
alphabetic characters.

= Example: if the encryption rule 1s

alblc|d|el|f|g|h|i|j k|l |m|njo
X|N|Y|A|H|P|O|G|Z|Q|W|\B|T|S|F

=
e
=
t
~
=
-
=
=
=
8]

b~
=
P!

VIMU|E|K|J |D|I

The decryption rule 1s

A|B|C|D|E|F|G|\H|I |J|K|L|MN|O|P|\OQ|R|S|T|U|V|WX|\Y|Z
d{l |r|y|v|o|hl|le|z|x|w|p|t |bl|lg|f|Jj|g|n|mlu|s|k|a|cl|i

Plaintext: have a nice weekend
Ciphertext: GXEHXSZYHKHWHSZ



Plaintest VO Y AGE R
Key 3143143 43 43 [+3 143
CipbertextY R BDJ HU|

l:l:htf_xLVOYAiGE‘R

A more complex substitution cipher would be created if, instead of incrementing each character
by three, we used a more complex key. This table shows a simple substitution cipher with a key
of “123".

|

p_i’:h&c’ violria GER
Key 2323 1]
Cipbertext wQBBI HS |
An even more complex substitution cipher can be made by having cach character of the alphabet
correspond to a different letter of the alphabet, without a set pattem.
Plaintext AB/CDEFGHI J KL MNOP QRS TUNVIWXY 3
TOEUNZI AGXPRQY RHVSMDFCY WBKL

give us these results:

Key
Using this substitution cipher to encrypt VOYAGER would
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Vigenere square

Plain text: HELLO EVERYONE
Key: CDBE

mkeyisoompooedoffourlencm,tbenwesubdividedxeplaintextinwbloekscomposedof4

letters: MIM2M3M4 with M1=HELL M2=OEVE M3=RYON M4=E

according to K2=D i.e. 3, the third letter according to K3=B i.c. |1 and the last one according t«

k4=E i.c. 4.

In each block, the first letter is substitued according to the key K1=C i.c. 2, the second letter
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\  accordind to the Vigenere square table, we obtain:
Cipher text: JHMPQ HWITBPRG

b) One time Pad : the one-time pad (OTP) is a type of encryption which has been proven to be
impossible to crack if used correctly. Each bit or character from the plaintext is encrypted by
a modular addition with a bit or character from a secret random key (or pad) of the same length
as the plaintext, resulting in a ciphertext. If the key is truly random, as large as or greater than the
plaintext, never reused in whole or part, and kept secret, the ciphertext will be impossible 1o
decrypt or break without knowing the key. However, practical problems have prevented one-time

pads from being widely used.
Example:

Plaintext: HELLO

Key: XMCKL

Ciphertext: EQNVZ



B. Transposition cipher:

the units (letters, b
plex order, but the units

its, numbers, etc) of the plaintext are rearranged in &

In a transposition cipher,
themselves are left unchanged.

different and usually quite com
B.1 Simple transposition

Example:
Plain text: HELLO EVERYONE

key:CBVA

The size of the key is 4, this
Alphabetic order of the key: ABCYV, this means
plaintext will be transposed to the letter number 4, the second letter will remain at the
same position, the third letter will be transposed to the first one and the last one will be in

the position number 3: ‘ABCV-);‘BV/}: Then the cipher text matching our example will be:
134 314

Cipher text: LELH VEEO OYNRE

means that we subdivise the plain text into blocks of size 4.
that, for each block, the first letter in the




width of the rows and the permutation of the columns are usually defined by a keyword. For
example, the word ZEBRAS is of length 6 (so the rows are of length 6), and the permutation is
defined by the alphabetical order of the letters in the keyword. In this case, the order would be

"632415", ZEBRAS (— M!‘CR{ |
Example; 6 32,"“’--)‘16}}“?(

Plaintext: WE ARE DISCOVERED. FLEE AT ONCE
keyword: ZEBRAS
Ciphertext: EVLNACDTESEAROFODEEC\VIREE
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Symmetric key cryptography

K K = "ElI-,
A-B A-B i
1 i
plaintext KBTI ciphertext [SEIegVapilly Elqin'l'e;(-l-
message, m_ ey algorithm !

symmetric key crypto: Bob and Alice share know same
(symmetric) key: KA .

- e.g., key is knowing substitution pattern in mono
alphabetic substitution cipher

» Q: how do Bob and Alice agree on key value?
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Symmetric key crypto: DES

DES: Data Encryption Standard

- Use encryption standard [NIST 1993]

- 56-bit symmetric key, 64-bit plaintext input

- How secure is DES?
DES Challenge: 56-bit-key-encrypted phrase
(“Strong cryptography makes the world a safer
place”) decrypted (brute force) in 4 months

- making DES more secure:
use three keys sequentially (3-DES) on each datum
use cipher-block chaining

[NIST: National Institute of Standards and Technology ]
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Algorithm Modes

Algorithm Modes
Electronic Code Cipher Block Cipher Feedback Output
Book (ECB) Chaining (CBC) (CFB) Feedback (OFB)
L) 1 1 |
I I
Pl ————— d-y pobeccmeeas 4=
I I | These two modes work on |
lmbmmmmt | biock ciphers acting as |
| = : | -




Electronic Codebook Book (ECB)

* Message is broken into independent blocks which are
encrypted

e Each block is a value which is substituted, like a
codebook, hence name

» Each block is encoded independently of the other
blocks

O = ki E)
» Uses: transmission of single values.(i.e;-PW or key for
E/D) in secure fashion.

» E=Encryption , D= Decryption



Electronic Codebook Book (ECB)




Cipher Block Chaining (CBC)

* Message is broken into blocks

* But these are linked together in the encryption
operation

* Each previous czﬁher blocks is chained with curren
plaintext block, hence name

* Use Initial Vector (IV) to start process (Block 1)
C., = IV
Cr = (B XOR TV)

* From block 2

¢, = (B, X0R T o)

o

* Uses: bulk data encryption, authentication



'Cipher Block Chaining (CBCFM6de

Plaintext Random | Block1 Block 2 Block 3 | Block 4

...l

o XOR O
Block
Encryption E(block)

Ciphertext Block 2 Block 3 Block 4 | Blocks

* Pad last block, if necessary



Cipher Block Chaining (CBC)

2

w e

<,
l—
K Decrypt
3
P,




Cipher Feed Back (CFB)

» Message is treated as a stream of bits
* Added to the output of the block cipher
* Result is feed back for next stage (hence name)

» Standard allows any number of bit (1,8 or 64 or
whatever) to be feed back

e denoted CFB-1, CFB-8, CFB-64 etc
» Is most efficient to use all 64 bits (CFB-64)

¢ — P ¥R . (T, ,)

% B
E — 17

» Uses: stream data encryption, authentication



_Cipher Feedback Mode (CFB)~
/— 1 unit is 1/N block

Shift Register (1 | |
Block wide)  Cis Cis Cis Cis CpL Ch
e ——— Ea
Block
Encrypti @ister)
yption
Encrypted | ‘ |
Register Leftmost ‘
After each unit, shift
SRt i : input register and
First j b.1t of @ - Cipher text |- i
the Flain text () recently generated unit
output of cipher text
Shown by «...................




Cipher FeedBack (CFB)-

v Cy-1
‘.‘\h:llg‘hr s bits - “““‘l r s bins \hl‘n M‘i‘\mh‘ s hits
K m K m
64 64
Select Discard Select Discard Select Dincard
s hits | 64 - 5 bty ’Hlsl 64 ~ 5 bits s bits | 6d -~ 5 bits
| 1 5 Pz PM 5
L2 Lz
£
- * »
= Ca Car
(a) Encryption
l\ ‘_ (‘l"-' ‘_
Shift reginter | Shill ter Shill register
64 -5 hits |« bits 64 -5 bits | s bins 64 ~ 5 bils s hits
64 64 64
K —p{[ERerypU] K —p{[ERerypt] K
64 ) &£ 64 64
Select Discard Select Discard Select Discard
ibits | 64~ bils shits | 645 bits shils | 64 -3 bils
X s 3
5 s s
( ‘l ( ‘2 ( .M
< »
Py P2 Py

(b) Decryption



Find the limitations of each Algo?



Symmetric key
crypto: DES

— DES operation

initial permutation

16 identical “rounds” of
function application,
each using different
48 bits of key

final permutation

L

o permule

L1

RI |

v

| 56bitkey |

48-bit K1

12 | R2
‘Ll

m@ :

48-bit K2

13

R3

48bit K16

17

64-bit cutput
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Public key cryptography

symmetric key crypto public key cryptography
- requires sender radically different approach
b

. K hared [Diffie-Hellman76, RSA78]
TECEIVET KNOW Share sender, receiver do

secret key share secret key
+ Q: how to agree on key encryption key known
in first place fo

decryption key known

(particularly if never il o et

“met”)?




Public key c,_ryptggraph_y@.? ¢ Eob'sm
B key

_@? - Bob's private
: : B key
-

LI
]

plaintext

decryption U234
message, m algor'i’rhm

(LIl message
B m = K (K (m))
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Public key encryption algorithms
Requirements:

need I{; () and K, (+) such that
Ko (K, (M) = m
given public key Ks , it should be

impossible to_compute
private key K;

RSA: Rivest, Shamir, Adleman algorithm



RSA

> by Rivest, Shamir & Adleman of MIT in 1977
> best known & widely used public-key scheme
> based on exponentiation in a finite (Galois)

field over integers modulo a prime

e nb. exponentiation takes O((log n)3) operations
(easy)
> uses large integers (eg. 1024 bits)

> security due to cost of factoring large numbers

e nb. factorization takes O(e l°9nleglogn) gperations
(hard)



RSA En/decryption

3 to encrypt a message M the sender:
O obtains public key of recipient PU={e, n}
O computes: C = M® mod n, where 0<M<n

3 to decrypt the ciphertext C the owner:

O uses their private key PR={d, n}
O computes: M = C% mod n

O note that the message M must be smaller
than the modulus n (block if needed)



RSA Key Setup

7 each user generates a public/private key pair
by:
7 selecting two large primes at random: p, g
7 computing their system modulus n=p.qg
O note o (n)=(p-1) (g-1)
7 selecting at random the encryption key e
O where 1<e<g (n), gcd(e,o(n))=1

3 solve following equation to find decryption key
d

Oe.d=1 mod @(n) and 0=d=<n
O publish their public encryption key: PU={e,n}
7 keep secret private decryption key: PR={d n}



Why RSA Works

3 because of Euler's Theorem:
0 a?™mod n = 1 where gcd(a,n)=1
7 in RSA have:
On=p.q
O g (n)=(p-1) (g-1)
O carefully chose e & d to be inverses mod & (n)
o hence e.d=1+k.z (n) for some k

3 hence :
Cd — Me.d — Ml+k.®(n) — Ml. (Mz(n))k

= M. (1) = M! = M mod n



RSA Example - Key Setup

O s wN

N o

Select primes: p=17 & g=11

Calculate n = pg =17 x 11=187
Calculate @ (n)=(p-1) (g-1)=16x10=160
Select e: gcd (e, 160)=1; choose e=7

Determine d: de=1 mod 160 and d < 160
Value is d=23 since 23x7=161= 10x160+1

Publish public key PU={7,187}
Keep secret private key PR={23,187}



RSA Example - En/Decryption

> sample RSA encryption/decryption is:
> given message M = 88 (nb. 88<187)

» encryption:
C = 88’ mod 187 = 11

> decryption:
M = 11°° mod 187 = 88



Diffie-Hellman Key Exchange

3 first public-key type scheme proposed
7 by Diffie & Hellman in 1976 along with the

exposition of public key concepts

O note: now know that Williamson (UK CESG)
secretly proposed the concept in 1970

7 is a practical method for public exchange
of a secret key

T used in a humber of commercial products



Diffie-Hellman Key Exchange

0 a public-key distribution scheme

O cannot be used to exchange an arbitrary
message

O rather it can establish a common key
O known only to the two participants

3 value of key depends on the participants
(and their private and public key
information)

0 based on exponentiation in a finite (Galois)
field (modulo a prime or a polynomial) -
easy

J security relies on the difficulty of
computing discrete logarithms (similar to



Diffie-Hellman Setup

O all users agree on global parameters:
O large prime integer or polynomial g
O a being a primitive root mod g

T each user (eg. A) generates their key
O chooses a secret key (number): x, < g

XA

O compute their public key: v, = a™* mod g
O each user makes public that key v,



Diffie-Hellman Key Exchange

0 shared session key for users A & B is K,p:
Ko, = a ™ ® mod g
= v, > mod g (which B can compute)

_ yBX mod g (which A can compute)

7 K,p is used as session key in private-key
encryption scheme between Alice and Bob

Jif Alice and Bob subsequently communicate,
they will have the same key as before,
unless they choose new public-keys

1 attacker needs an x, must solve discrete
log

A



Diffie-Hellman Example

J users Alice & Bob who wish to swap keys:
T agree oh prime g=353 and a=3

7 select random secret keys:
O A chooses x,=97, B chooses x,=233

0 compute r'espec’nve public keys:

977

Oy,=3 mod 353 = 40 (Alice)
0v,=3"" mod 353 = 248 (Bob)

O compute shared session key as:

OK,,= v, ? mod 353 = 248 = 160 (Alice)
OK,;= v, P mod 353 = 407 = 160 (Bob)



RSA: Choosing keys

1. Choose two large prime numbers p, q.
(e.g., 1024 bits each)

2. Compute n = pqg, z=(p-1)(g-1)

3. Choose e (with e<n) that has no common factors
with z. (e, z are "relatively prime").

4. Choose d such that ed-1is exactly divisible by z.
(in other words: edmod z = 1).

5. Public key is (n,e). Private key is (n,d).
—r —
KB |<B

8: Network Security  8-52



RSA: Encryption, decryption

0. Given (n,e) and (n,d) as computed above

1. To encrypt bit pattern, m, compute
c=m€mod n (i.e., remainder when m® is divided by n)

2. To decrypt received bit pattern, ¢, compute
m = cd mod n (i.e., remainder when cd is divided by n)

n Magicl m = (m€ mod n)dmod n
appens! o=

C

8: Network Security  8-53



RSA example:

Bob chooses p=5, g=7. Then n=35, z=24 (euler totient).

e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z.

(e*d)mod(z )=1

letter m me c=m ffiod n
encrypt:
| 12 248832 17
d d
decrypt: ¢ m=c mod n letter
17 481968572106750915091411825223071697 12 |

8: Network Security  8-54



RSA: Why IS that m = (m€ mod n)dmod n

Useful number theory result: If p,g prime and

n = pg, then: 1Yo
& xymodn:x y mod (p-1)(g-1) mod n

(memod n)dmod n = medmod n

med mod (p-1)(g-1) mod n

(using number theory result above)

= m1 mod n

(since we chose ed to be divisible by
(p-1)(g-1) with remainder 1)

= m

8: Network Security  8-55



RSA: another important property

The following property will be very useful later:

Ke(kp(m) = m = Ky(Ky(m)
use public key use private key

first, followed first, followed
by private key by public key

Result is the same!

8: Network Security  8-56



